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Be Safe On-line!

A Teenagers guide to being safe and secure on the Internet.
OK, you understand the technology; in fact you probably know more about it than your teachers or parents. However, do you really think hard about what you are doing when you are on-line?  Are you sure you know who you are talking to when you are on MSN? Have you checked the privacy settings of your Facebook account lately? Do you know what can happen to that funny photo of yourself you uploaded a while ago? This leaflet is not intended to frighten you, but to make you think. The internet is a wonderfully exciting place, you just need to know what you are doing and be careful.
Social Networking Sites

Social Networking is exciting and allows you to display creativity, as well as develop IT skills. But you already know all this; you probably have an account with Bebo or Facebook. Even though most of the services have a starting age limit of 13, it is not strenuously checked and you may know someone younger than 13 who has an account. These sites do have settings designed to protect you. However, it is usually up to you to specify them when setting up an account.
So what are the dangers?: Unless it is a friend from school or someone you have actually met, do you know that the person you are ‘chatting’ to on-line is actually a young person? Paedophiles use social networking sites to ‘groom’ young people. They are clever and ruthless, not only at using the technology, but also at playing on people’s fears and innocence. Never admit someone you don’t personally know to your list of friends. That person may sound like they really know and understand you – that is their trick. They know all about you from reading your details on-line. You probably put your age, your interests and maybe the area you live in. Don’t ever put your address or phone number on-line. Your friends should already know it and nobody else needs to know. Would you go round the streets handing out your personal details to everybody?
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It isn’t really a good idea to have internet access hidden away in your bedroom – especially if you use a webcam. You may want privacy, but ‘predators’ will notice that adults are not around and feel safer talking to young people on-line. Don’t ever agree to meet someone in person that you don’t know. If you are sure they are a young person, take your parent/guardian to the meeting. It might seem embarrassing, but if they are a genuine friend, they won’t mind. If they turn out to be an adult, they won’t even dare appear from the shadows! Remember, these people are clever and dangerous and can mess with your mind. The papers are full of stories of young people who were “sure it was ok”! 
You should also think carefully about the photos you put on your social networking site. Something that seems a bit of a laugh at the time, can come back to make you regret it.  These days, both employers and Universities and Colleges look at Facebook sites of the people that apply to them. What impression will they get of you from your page? Even if you take photos down again, they may have already been downloaded, or still be on a page on a server somewhere. And if people have your photo, they can ‘Photoshop’ all sorts of things with it. Remember, social networking sites are public, they are one way the world sees you.
On-line Games

Just like social networking sites, these games are used by paedophiles to gain the trust of young people. Not every game player is a dangerous adult, but you need to exercise care. The same guidelines apply here as with the social networking sites.
Cyber bullying
Cyber bullying is a relatively new concept, but unfortunately is growing fast. It can be done via computer e-mail, chatrooms, forums or texting on a mobile. In a 2005 survey, 20% of children say they have been the subject of cyber bullying (14% by texting). 11% admitted sending threatening messages. A third of victims don’t tell anyone about what has happened. Social Networking sites are also being used for bullying, with hate messages and images. With cyber bullying there is no place to hide; it comes into the home and cannot be escaped. Because this bullying is done ‘at a distance’ it can be more widespread. Someone may think it is ‘a bit of a laugh’, because they are not face to face with the victim. They probably don’t even think that what they are doing is bullying, but it is. They may also believe, mistakenly, they have some anonymity through the technology; however, almost everything can be traced. As soon as you receive any kind of threatening message, tell an adult, or it may never stop.
Cyberbullying is bullying – hiding behind a computer or mobile phone doesn’t stop you being a bully. And it is bullying, whether your victim is a young person or an adult.
Bullying of all kinds can destroy lives!
Identity Theft
As this is usually a financially based crime it does not affect young people so much. However, you should be aware that personal details put on a website, can be used by other people to set up a bank or shop account, or perhaps obtain a passport. Care should always be used when buying online. Look for the padlock symbol on a webpage to ensure it is ‘encrypted’ (should be safe from hacking). Don’t respond to e-mails asking for bank details, or that say you have won fantastic prizes. Remember, if it sounds too good to be true, it probably is! Never put passwords or financial details in an e-mail.
What can you do if you are worried?
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This button appears on a number of websites now (and at www.thinkuknow.co.uk). It allows young people to report directly to specially trained police officers, if they have any suspicions of people behaving inappropriately towards them on the internet. If your Parents ask you about what you are doing on the internet, they are not being nosey; they are just genuinely concerned that you should be safe and secure. You should always feel you can talk about what you are doing and seeing on the internet and never be afraid to share concerns with a trusted adult. Save the www.thinkuknow.co.uk website to your favourites - this will help you to get advice and guidance or use the Report Abuse button, with only one click. 
If you do nothing else, check out this website:

THINKUKNOW 

http://www.thinkuknow.co.uk/

You don’t have to be scared on the Internet 
– just careful!
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