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Have Fun and be Safe on-line
A young person’s guide to being safe on the Internet.
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Getting it right
by working together




The internet is great fun, with lots of things to do. You can learn from it and play games. With e-mail and chatrooms, you can talk to people all over the world. Usually you can’t see them and only ever see the messages that come from them. If they are friends from school that’s ok, you can picture in your head how they look while you are talking to them. 
But what if they are someone you have never met? Do you still picture in your head how you think they look? They may be children, but sometimes there are adults who pretend to be children on the internet and they may be trying to trick you. All you need to do is be very careful with what you say and do when online. Here are a few suggestions:

· Get an adult at home to help you before you start, even if you know more about computers than they do! They know a lot about other things and will want to make sure you are safe. Share with them what you like doing on the internet.
· Use a nickname, then no-one can get your real name.
· Never give anyone your home address when on the internet.
· If you get an e-mail from someone you don’t know, it is best to delete it. And don’t open any pictures or attachments that come with it.
· Let your Mum, Dad or person who looks after you see what you do on the internet, they can help you and check out any messages you get that worry you.

· Never, ever agree to meet anyone you only know from the internet and tell an adult you trust if someone does ask to meet you.

· Don’t put photos of yourself on the internet for other people to see. If your real friends want them, you can send them privately.
· Only use a webcam to talk to people you know in real life.
· To be really safe on the internet, only use it in a room where the rest of the family are. They won’t spy on you, but they can help if something worries you.

Games on the internet
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Some of you may already know games like Habbo Hotel and Club Penguin, they can be great fun. Remember, just like with messaging, it is best to not use your real name. If anyone in these games says things to you that worry you, tell an adult. And don’t tell anyone who is on-line personal information about yourself, they don’t need to know any of that.
Cyber bullying

We all know what a bully is. They can make people very unhappy by being nasty to them. They pick on people who they think might be weaker than them. Some bullies are now using the internet and mobile phones to make people unhappy. We call this Cyber Bullying and it can happen with e-mail, chat rooms or text messages on a mobile phone. People doing this may think it is ‘a bit of a laugh’, because they are not face to face with the person they are being nasty to. They probably don’t even think that what they are doing is bullying, but it is. They may also think that they will not be found out because they can’t be seen.  However, almost everything on the internet and mobile phones can be traced and the person caught. As soon as you receive any kind of threatening message, tell an adult, or it may never stop.
Bullying makes people very unhappy, never bully, or help anyone to bully someone else. And if someone bullies you, tell an adult you know straight away.
What can you do if you are worried about using the internet?
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You can also put a button on your computer that lets you tell someone when you see something on the internet that makes you unhappy. You can download this from:
http://www.thinkuknow.co.uk/5_7/hectorsworld/safetybutton.aspx
Get your parents to help you download it and set it up.

If your Parents ask you about what you are doing on the internet, they are not being nosey; they are just genuinely concerned that you should be safe and secure. You should always feel you can talk about what you are doing and seeing on the internet and never be afraid to share concerns with a trusted adult.
Save the www.thinkuknow.co.uk website to your favourites - this has loads of information to help you stay safe. Go to the Hector’s World pages, where you can play games, watch Hector videos and download colouring books, whilst you learn about the internet.

THINKUKNOW – Hector’s World
http://www.thinkuknow.co.uk/5_7/default.aspx
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